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Supply Continues to Accelerate…

• New versions = 6,302,733

• New projects = 723,570

• Total available = 37,451,682

• YoY growth = 20%



Demand Continues to Explode…
Total annual downloads = 2.2 trillion

JavaScript / npm remains king
Java / Maven remain queen

YoY aggregate growth = 73%
Python and Nuget are smaller but growing faster 

than Java and JavaScript 



Supply chains are everywhere



W. Edwards Deming

What is software supply chain 
management?

A new (yet proven) way of thinking. 

1. Source parts from fewer and better 
suppliers.

2. Use only the highest quality parts.
3. Never pass known defects downstream.
4. Continuously track location of every 

part.



We are not the first INDUSTRYto face a

supply chain CHALLENGE



Phase 1: Exploiting OSS VulnerabilitiesPhase 1: Exploiting OSS Vulnerabilities



2013



2014



2015 COMMONS COLLECTION
CWE-502

https://wvusoldier.wordpress.com/2016/09/05/some-extra-details-on-hospital-ransomware-you-probably-didnt-know/



Early days

As of May:



“Mandiant said APT41 began exploiting Log4Shell within hours of the Apache Foundation publicly 
sounding the alarm about the vulnerability in December 2021, which led to the compromise of two 
U.S. state government networks and other targets in the insurance and telecoms industries. After 
gaining that foothold on the network, APT41 went on to perform “extensive” credential collection.”

https://techcrunch.com/2022/03/08/apt41-state-governments/



The economics 
of cybercrime



In 2016 Cybercrime was estimated to be worth 450 Billion Dollars

In 2016  The illicit drug trade was estimated to be worth 435 Billion Dollars



Drugs are not a growth Industry

$6 Trillion in 2021!
3rd Largest economy after US and China

https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021/

https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021
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Cybercrime Drug trade

Greatest transfer of wealth in human history



Phase 2: Creating opportunities



July 2017
Credentials to 79,000 packages 
found online, affecting publishing 
access to 14% of npm repository. 



Aug. 2017
Typosquatting

Sept. 2017
Typosquatting



22

Next Generation Software Supply Chain Attacks
July 2017 – May 2020



adversaries seek the
most efficient path





Phase 3: Attack Developers And 
Development Infrastructure



Jenkins 
under 
attack

“So far, $3.4 million has been mined.”



“According to Verkada, the hackers targeted a “Jenkins” server under the company’s systems and it has effectively created a 
domino effect that led to the compromise of various systems around it.

https://www.verkada.com/security-update/


https://blog.sonatype.com/what-you-need-to-know-about-the-codecov-incident-a-supply-chain-attack-gone-undetected-for-2-months
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steal credentials steal passwords steal money backdoored tool tampering

2 New RubyGems laced 
with cryptocurrency ste
aling malware taken 
down
RubyGems removed 2 
gems from its repo that 
contained malicious 
code. When run, it 
infected Windows 
machines and replaced 
any cryptocurrency wallet 
address it found on the 
user’s clipboard

There’s a RAT in my 
code: new npm 
malware with 
Bladabindi trojan 
spotted
Sonatype discovered 
new malware within the 
npm registry, jdb.js and 
db-json.js This time, the 
typosquatting packages 
are laced with a popular 
Remote Access Trojan 
(RAT).

https://blog.sonatype.com/rubygems-laced-with-bitcoin-stealing-malware
https://blog.sonatype.com/bladabindi-njrat-rat-in-jdb.js-npm-malware


Dependency Confusion
A novel software supply chain attack method described by Security Researcher Alex Birsan that relies on knowing 
what your internal components are called and registering the name in public registries.



@ax_sharm
a

Jul 2020

Sonatype’s automated malware 
detection system flags 
“security research” packages 
posted by Alex Birsan.

Sonatype add them to our data 
powering next-gen Nexus 
Intelligence products.

Jul 2020 – Feb 2021

Birsan continues to post the 
research packages, but 
Sonatype's automated malware 
detection system continues 
flagging them in an effort to 
protect our customers from any 
rogue behaviour.

Feb 9, 2021
Alex Birsan releases his research blog entitled 
“Dependency Confusion: How I Hacked Into Apple, 
Microsoft and Dozens of Other Companies”

Details released on 35 companies that used one or 
more of the ”research” OSS packages.

Sonatype and Microsoft also publish write-ups on the 
same day.

Feb 12, 2021
72 hours in 300+ copycats 
emerge

Feb 16, 2021

Dependency confusion copycat 
packages detection reaches 7000% 
above baseline from previous week.

8 months 1 Week

Dependency confusion timeline 

4 Weeks

Feb 22, 2021

News is widely circulated with 10 major tech 
publication mentions.

575 copycat packages identified as of 22 Feb

Mar 2, 2021

750+ copycat packages identified 
Known Malicious code seen

Mar 3, 2021
PyPI, npm flooded with

5,000 copycats

Mar 9, 2021

8,000+ Copycats

Mar 15, 2021

10,000+ 
Copycats



Malicious 
copycats 
identified by 
Sonatype
target 
Amazon, 
Zillow, Lyft, 
Slack apps

Copycats access .bash_history, /etc/shadow, 
launch reverse shells

https://blog.sonatype.com/malicious-dependency-confusion-copycats-exfiltrate-bash-history-and-etc-shadow-files

https://blog.sonatype.com/malicious-dependency-confusion-copycats-exfiltrate-bash-history-and-etc-shadow-files
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As of Sept 2022, Sonatype’s automated malware detection systems 
have caught upwards of 95,000 packages—these include 
dependency confusion copycats, malicious packages (containing 
embedded malware), and suspicious typosquats, with the majority 
of these leveraging the dependency confusion technique.



What should we do about it?



Early days

As of May:







OSS Contributors Consumers

Security Education

Risk Assessment

Digital Signatures

Memory Safety Incident ResponseBetter Scanning

Code Audits

Data Sharing

SBOMs Everywhere

Improved Software
Supply Chains

Lets talk about responsibility



Massive Takata Airbag Recall: 
Manufacturers promise to pay suppliers 
more to improve quality next time. No need 
to track the parts or issue recalls they say.



OSS Contributors Consumers

Security Education

Risk Assessment

Digital Signatures

Memory Safety Incident ResponseBetter Scanning

Code Audits

Data Sharing

SBOMs Everywhere

Improved Software
Supply Chains

Lets talk about responsibility
Better Choices

Organizational BOM

Managed Response



95% of vulnerable downloads are of 
versions that have a fix already

65% are of projects that have already 
provided a fix

Where is the problem really?



We schedule updating 
dependencies as part 
of our daily work

We strive to use the 
latest version (or 
latest-N) of all our 
dependencies

We use some 
process to add a 
new dependency 
(e.g., evaluate, 
approve, 
standardize, etc.)

We have a process to 
proactively remove 
problematic or unused 
dependencies

We have automated 
tools to track, manage, 
and/or ensure policy 
compliance of our 
dependencies

46%
YES

50%
YES

30%
YES

37%
YES

Enterprise Devs Manage Dependencies

n = 658

38%
YES



What if these industries only validated 50% of 
their parts/ingredients, and only 30% of them 

had any quality recall capability?



Lifecycle example: Financial Services >4000k applications



Aggregate Fix Rates



You have a supply chain even if you don’t manage it

The attackers are exploiting unmanaged supply chains by 

attacking upstream



Self Evaluation: If I told you about a new vulnerability right now. Can 
you tell me:

● Are you even using this exact component?

● In which applications?

● Can you track the remediation across the portfolio?

● How long until you could ship/deploy an update?



How will you avoid the next malicious release?



Deming and traditional app sec supply chain 
practices are designed to protect these

Not This.
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RI
SK

 M
A

N
A

G
EM

EN
T 

O
U

TC
O

M
ES

Security and development are 
efficient and productive

Security is working, but slowing 
down development

Afraid security will
slow them down

More likely to buy
“security first” transformations 

powered by SCA

High Performers
DevSecOps

Low Performers
Waterfall

Security First
SecOps

Productivity First
DevOps



Better risk 
management 

outcomes

Higher 
developer 

productivity

Improved job 
satisfaction

HIGH 
PERFORMERS:



Our 8th annual report 
for 2022-2023 
will be issued 
October 2022.



Join Us
Go to AllDayDevops.com

Follow Us on Social 
Twitter: @alldaydevops

LinkedIn: All Day Devops

Live | Online | 24 Hours
Returns November 10, 2022

https://www.alldaydevops.com/
https://twitter.com/AllDayDevOps
https://www.linkedin.com/company/all-day-devops/



