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A b o u t  M e

• Senior Software Engineer @ ShapeBlue

• Apache CloudStack Committer and PMC member
• Release Manager for:

• CloudStack 4.16.0
• CloudStack 4.17.0

• Dad, husband, tennis and football (soccer) fan
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W h a t  i s  A p a c h e  C l o u d S t a c k

• Apache CloudStack is a 
scalable, multi-tenant, open-
source, purpose-built, cloud 
orchestration platform for 
delivering turnkey 
Insfrastructure-as-a-Service 
(IaaS) clouds.
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E-Commerce Platform

H o w  t o  b u i l d  a n  I a a S  c l o u d

Networking Compute Storage

Hypervisor

Orchestration Layer

Orchestration API

Choice of Hypervisor (KVM, VMware, Xen, OVM, Hyper-V, 
XCP-ng)

Apache CloudStack

Apache CloudStack API

E-commerce platform ManagementCloudStack UI



C l i c k  t o  e d i t

The Cloud Specialists

W h a t  c a n  y o u  d o  w i t h  C l o u d S t a c k ?

• Self service of all resources – compute, storage and networking –
with no requirements for highly skilled technical staff

• Automation of all provisioning and management through API
• Examples:

• Create Virtual Machines
• All virtual machin lifecycle actions: start/stop/delete/storage/networking
• Manage storage volumes
• Create Isolated, Shared and Multi-Tiered Networks
• Manage firewall and port-forwarding rules
• Manage Network services such as Load Balancing, Static and Source NAT, VPNs, 

Global Load Balancing and Autoscaling
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A g e n d a  1 / 2

• Last Releases Information
• VR Zero Downtime upgrades and Live Patching
• IPv6 support for Isolated and VPC Networks 
• StorPool Storage Plugin
• Self-service Network Improvements
• Multi-account Network Access
• Multiple SSH Keys 
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A g e n d a  2 / 2

• Structured System Events 
• Instance and Volumes migration improvements
• More flexible service offerings
• Server Status Report
• KVM multiple local storage
• Reserve and release Public Ips
• Support for Ubuntu 22.04 (4.17.1.0)
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L a s t  R e l e a s e s  I n f o r m a t i o n

• 4.17.0.0 Released 7 June 2022
• 383 new features, improvements and bug fixes
• 16 major new features 
• 4.17 is an LTS release
• EOL. Jan 2024

• 4.17.0.1 (and 4.16.1.1) Released 18 July 2022 (CVE*)
• 4.17.1.0 Released 27 September 2022

https://lists.apache.org/thread/3t3o8jc0440pkhsl469ldgql7m212x59


C l i c k  t o  e d i t

The Cloud Specialists

Z e r o  D o w n t i m e  u p g r a d e s  a n d  V i r t u a l  R o u t e r  L i v e  P a t c h i n g

“Upgrading CloudStack is fast 
and reliable ……….except the 

Virtual Routers”
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Z e r o  D o w n t i m e  u p g r a d e s  a n d  V i r t u a l  R o u t e r  L i v e  P a t c h i n g
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Z e r o  D o w n t i m e  u p g r a d e s  a n d  V i r t u a l  R o u t e r  L i v e  P a t c h i n g

• No VR shutdown when CloudStack is  upgraded 
• VR Live patching instead of destroy/create and reboot during VR 

configuration
• Zero downtime when updating the VR

No TCP packets lost
Services restarted in ms

• No more long maintenance windows
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Z e r o  D o w n t i m e  u p g r a d e s  a n d  V i r t u a l  R o u t e r  L i v e  P a t c h i n g

• haproxy, apache2, dnsmasq Services will need to be re-
started

• Restart <1s
• Network reprogramming may be affected by complexity of 

network (i.e number load balancers, firewall rules,etc on VR)
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V R  Z e r o  D o w n t i m e  u p g r a d e s  a n d  L i v e  P a t c h i n g
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I P v 6  s u p p o r t  f o r  I s o l a t e d  a n d  V P C  N e t w o r k s  

• CloudStack Isolated and VPC 
Network now support IPv6

• The IPv6 addresses are 
configured directly in the VM 
NIC

• Dual stack is supported but 
IPv4 continue using NAT

• Supports only firewall 
configuration in this phase 

• Uses static route in the VR to 
enable IPv6 traffic to the 
internet
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I P v 6  s u p p o r t  f o r  I s o l a t e d  a n d  V P C  N e t w o r k s  

• Root admin register a /64 or 
bigger IPv6 prefix/range

• Users can assign a /64 IPv6 
prefix/range creating isolated 
network or VPC tier

• SLAAC is supported and used, 
there is no DHCPv6 support

• All systemvms (ssvm, cpvm, 
VRs etc) with a public NIC 
should get automatic/SLAAC 
IPv6 address if zone has ipv6 
/64 prefix dedicated/allocated.
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I P v 6  – W o r k  i n  p r o g r e s s

• To come in future releases
Dynamic routing using BGP & OSPF
Support for  further services (LB, port redirect, etc)
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S t o r P o o l I n t e g r a t i o n

• StorPool Plugin for Apache CloudStack 
• CloudStack can directly manage storage pools
• Provides block devices as raw disk images for 

KVM hosts
• Enable a range of VM operations for volumes 

and snapshots 
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S t o r P o o l S t o r a g e  P l u g i n

• This integration enables 
users to operate natively 
StorPool storage for KVM 
hosts

• Enables operations like 
cloned provisioning, instant 
snapshots, thin 
provisioning, backup/DR 
and QoS policies per virtual 
disk and/or per Instance
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S e l f - s e r v i c e  N e t w o r k  I m p r o v e m e n t s

• Enable regular users to create 
Shared Networks and Private 
Gateways

• Remove the need to ask to 
admin to create these resources 

• Also, users can associate 
existing  Isolated, VPC tier or L2 
Networks as Shared Network or 
VPC Private Gateway

• The Shared Network Offering 
must be set to specifyvlan=false 
to enable users to create 
Shared Network without 
specified VLAN
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M u l t i - a c c o u n t  N e t w o r k  A c c e s s

• This new feature enables users to share their own Networks 
with Accounts when in the same Domain

• Reduces the application overhead when accessing resources 
from an application hosted in different Account Networks, 
reducing  the number of hops

• Note: administration of the network can only be performed by 
the original Account.
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M u l t i p l e  S S H  K e y s

• Enable users to add multiple SSH Keys for Instances
• No need to edit ~/.ssh/Authorized_keys to include new users 
• Simplifies security management when managing users access to 

the Virtual Machines



C l i c k  t o  e d i t

The Cloud Specialists

S t r u c t u r e d  S y s t e m  E v e n t s  

• Simplify the traceability and 
auditability of user  operations 

• Allows events to be searched, 
sorted and filtered

• Events specific to each object in 
UI

• Easy to navigate from the event 
to the related object 

• Accessible through the API, 
being able to integrate with 3rd
party systems.

• Event descriptions maintained 
for backwards compatibility 
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M o r e  f l e x i b l e  s e r v i c e  o f f e r i n g s

• Enables users to change the Root 
Volume characteristics based on 
Disk Offering

• The existing model is still fully 
supported if required

• Increases the Service Providers 
offerings, considering that in most 
cases, users only use the ROOT 
Volume in their Instances. 

• Before 4.17, ROOT Volumes and Disk Offerings were decoupled  
• Redefines the relationship between the Service Offerings used for Instance Root 

Disks
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R e s e r v e  a n d  r e l e a s e  P u b l i c  I P s

• Users can now reserve
Public IPs 

• The reserved Public IP 
is locked for the user to 
be used later in their 
networks

• Allows users to register 
the IP on the DNS 
server even before they 
are allocated to a 
network
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S e r v e r  S t a t u s  R e p o r t  

• Gives admins the ability to see the status/health
Management Servers
Usage Server
Database Server

• Available in the UI and API for integration/monitoring purposes
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O t h e r  N e w  f e a t u r e s

• Multiple local storage for KVM hosts
• Improvements to Instance and volume migration
• Support for Ubuntu 22.04 on management server 

and KVM hosts (since 4.17.1.0)
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R e s o u r c e s

• Download CloudStack 4.17 
https://cloudstack.apache.org/downloads.html

• Documentation
https://docs.cloudstack.apache.org/en/4.17.1.0/

• What’s New Blog: https://blogs.apache.org/cloudstack/entry/what-
s-new-in-apache1

• Mailing lists
https://cloudstack.apache.org/mailing-lists.html

https://cloudstack.apache.org/downloads.html
https://docs.cloudstack.apache.org/en/4.17.1.0/
https://blogs.apache.org/cloudstack/entry/what-s-new-in-apache1
https://cloudstack.apache.org/mailing-lists.html
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Nicolas Vazquez
nicolas.vazquez@shapeblue.com

nvazquez@apache.org

Thank you!

@nvazquezuy

nvazquez

mailto:nicolas.vazquez@shapeblue.com
mailto:Msinhore@apache.org
https://twitter.com/nvazquezuy
https://github.com/nvazquez

