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Real-time Data beats Slow Data. )

% [

Manufacturing Edge Computing Logistics Cybersecurity
Sensor diagnostics Condition Monitoring Supply Chain Threat detection
MES/ERP Integration Predictive Inventory Intrusion detection
Maintenance Management
Reporting Incident response

Quality Assurance Track & Trace

Military decisions
Context-specific

KW routing
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This is a fundamental paradigm shift... )
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Apache Kafka is the Platform for Data in Motion

Producers Connectors % kafka

S

Data

D EEEE Connectors Consumers

Mobile . Supplier Inventory Forecast Customer . . . “
Alert Order

((( ))) é . . . . , Customer 360

AR = R T -

: P Ii'll I EEE [

EEEE = R % e
MES . Streams and storage of real time events m B m JO

| Real-time
Alerting System
ERP (' ('

| g | g
Stream Stream
processing processing
apps apps

KW
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KAl WAEHNER

Kafka is a cloud-native streaming middleware!
- More than just data ingestion or message queue

Real-time Data Sharing
across Hybrid and Multi-Cloud *

N

Gt

APP
STREAM
) . PROCESSING
DWH
e
N— | i
i (%) CONFLUENT
Oracle | ORACLE CDC i .mongoDB®
DB i :&L:Aﬁﬁﬁa i () CONFLUENT G |
| CONNECTOR ! CONNECTORS o0gie
S~ | @ Big Query
/ \ PostgreSQL
Connectivity Storage
Filtering and Routing Backpressure Handling i"o,?srwowﬂdke

Change Data Capture Slow Consumers

Built-in Scale and Fault Tolerance

KW

Replayability
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S

Streaming ETL

Data Processing

Real-time Analytics

Stateless and Stateful
Business Applications

%

ksqlDB
KStreams
APP

Fully-managed
Pipelines

Connectivity to
Data Infrastructure,

Saas, Al/ML

—__

Data Governance



Shipping Industry

Marine, Oil Transport, Vessel Fleet, Shipping Line, Drones

Monitoring
Alerting
Command&Control

Batch Analytics
@ Reporting
Machine Learning

Real-time Operations, Logistics, Predictive Maintenance, Security

Data Ingestion Confluent Cloud

% kafka Drone Data

Deliveries,
Survey/lInspection
of Assets such as Qil Rigs,
Pipelines, Offshore Turbines

A
. oC
Backend Systems

Oracle, SAP,
OSlsoft PI, etc.

/ Data
|

ntegration
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Customer Data

Edge Analytics CONFLUENT
o & .
a T
CONELUENT B

Crew, Cargo ' _):
Vessel Data - Gl

Fuel Consumption, Speed,

Planned Maintenance A
7 Logistics
Automatic Identification System (AIS) Stream | xs'qi Trock&Trcce
Unique Identification, Processing W Routing

Position, Course, Weather, Draft
X = Data Streaming
KW X = Other Technologies
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& kCIkaI is not an loT Platform! ®

) Device management
a ) Unreliable networks
Connectivity beyond standards
Tens of thousands of connections
Embedded systems
KW
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Real-World

Use Cases




B M W G rO U p (My Notes from the BMW Keynote at Kafka Summit EU 2021)

Mission-critical workloads at the edge and in the cloud

 Why Kafka? Decoupling. Transparency. Innovation.
 Why Confluent? Stability is key in manufacturing
* Decoupling between logistics and production systems

* Provide edge platform (self-managed) + Azure Cloud (fully-managed) + bidirectional
integration

e Use case

* Logistics and supply chain in global plants

* Right stock in place (physically and in ERP systems like SAP)
* Justin time, just in sequence

* Lot of critical applications

y Felix Bohm

PRODUCT MANAGER IOT PLANT SOLUTIONS ,(
AND DATA STREAMING, BMW GROUP

>l o) 12841702 o B & (= O 5] 3

Felix Bohm, BMW Group | Kafka Summit Europe 2021 Keynote: Fireside Chat with Jay Kreps, Confluent

Jay Kreps, Confluent CEO
Felix B6hm, BMW Plant Digitalization and Cloud Transformation

l(W Keynote at Kafka Summit Eurpoe 2021:
https://www.youtube.com/watch?v=3cG2ud7TRs4

KAl WAEHNER @KaiWaehner kai-waehner.de Data in Motion for the Industrial loT



Food Value Chain B n n n E R //// - ‘ - 7.
loT-Based and Data-Driven | :
Machine Data | | Elasticsearch S i n g I e S O U rce Of t r U t h

‘ .
across the food value chain
. ‘. ‘ (in the factories, and across regions)
MQTT Confluent Cloud Kafka MongoDB
Adapter Connectors

| & I Business critical operations

(tracking, calculations, alerts, ...)

https://www.confluent.io/blog/creating-iot-based-data-driven-food-value-chain-with-confluent-cloud/



Data Streaming as the Foundation of a Real-Time Supply Chain Control Tower

S

Machine Data — 6 &, \Veather Service
T
i i (OPC-UA) — @ e External AP|
EEE (REST / HTTP)
- = — Weather Predictions
11111 _
Ingest Sensor Data
,ob GPS
I 0 I 0 — Location-based Service
—_— Track & Trace
|0 | 0 (KSQL + MQTT)
E Command & Control
- ERP / MES
SAP

Order Management

Supply

Information

+ End-to-end visibility. o (Kafka Connect)
 Problem resolutions.

* Interaction with any API, interface, UI.
* Integration with anything; MES, ERP,

B2B, CRM, Open API.

 All automated. In real-time. At scale. &
With decoupled domains. % @ ] sl [
: ZIN

o B OX
£y

* Edge or hybrid or cloud-only. | B2B Forecasting
lidation |
Data Consolida Demand Planning Saa$S
Streaming ETL (Proprietary API)
KW (Kafka Streams / KSQL)
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KAFKA AS A KEY ENABLER FOR 10T AT |
BOSCH POWER TOOLS ' BOSCH &

loT@Bosch Power Tools
Projects

* RefineMySite

P loT@Bosch Power Tools
Confluent Cloud at the Heart

 Bluehound

?ewtuou ’ :
* Home and Garden App I E -

* Field Data Connectivity

Track, manage, and locate tools
and other equipment
anytime and anywhere from the
warehouse to the jobsite

KW
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ttps://www.conflue / ome /b ch/
ttps://events.conflu / I talks/bosch-power-toolse-nables-real-time-analytics-on-iot-event-streams



Improve drilling and well completion operations

D evo n E n e rgy Edge stream processing/analytics + closed-loop control ready

Vendor agnostic (pumping, wireline, coil, offset wells, drilling
Oil & Gas Industry operations, producing wells)

Replication to the cloud in real-time at scale

Cloud agnostic (AWS, GCP, Azure)

\_
Edge Cloud Office
Edee C ti 5 Cloud Computing
&c omp‘.’ il Advanced Analytics Models :
Advanced Analytics Models : : Office Ul
[ Edge Ul ]: \ mobile/desktop
mobile/desktop B H
o
‘k—' Pumping Data.> \‘;“ G—
@ @
m Wireline Data > \” Pu——
- = <

$iofo
‘l@& Coiled Tubing Data ‘t”
&% %S > N\ I :

oo :
: Drilling WITSO Data . \” o :

WITSML Data

Hivecell

NMQTT

On Premise

Devon in-house database

Edge Stream Processing Solution - PaaS

(backed by Hivecell and Confluent)

Source: Energy in Data - Powered by AAPG, SEG & SPE: energyindata.org

KW
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aedifion: Efficient Management of Real Estate

Digital, data-driven monitoring, analytics and controls products

Operate buildings better and meet Environmental, Social, and Corporate Governance (ESG) goals
Secure connectivity and reliable data collection with Confluent Cloud

Deprecated MQTT-based pipeline - Kafka serves as a reliable buffer between producers (Edge Devices) and
consumers (backend microservices) smoothing over bursts and temporary application downtimes

ctrl.<CUSTOM ER>.<PROJE cT>

- (%) CONFLUENT LY o
ifion
A i

Edge Device Firewall REST Proxy Kafka API

PElEIOR o

p=_ LE

Edge Device Firewall

AMQP Broker

L

https://www.confluent.io/blog/smart-buildings-with-real-time-iot-analytics-using-confluent-at-aedifion




Data in Motion

The Backbone for Defence

/ Strategic \

Planning

Command Enterprise
Post IT

%

Logs Sensors Personal Security
H HBE rr rr rr
= e T
B B B
B B B
-R Streams of real time events
Fouuiile

Connected I 0 I 0

i : Vehicles 1010 Continuous
Data Correlation
Monitoring
Alerting

KW
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Cyber Intelligence Platform

leveraging Kafka Connect, Kafka Streams, Multi-Region Clusters (MRC), and more...

splunk>

Confluent Platform

Message Bus

o 7] i .
@® elastic Stream Processing

Posigre SQ w ostgre SQ AD
y. . % -

SQL Server cassandra SQL Server cassandra

IT Ops Partners

High Performance Compute and Storage E’i““e

Confluent Platform

B kaifka

Producers Kafka Bus Kafka Streams API
Stream Processing

o TR I W Transforming Intel's Security Posture
— S “’_ & with Innovations in Data Intelligence

Vulnerggirrc:;Topic ———————————————————— l’ b ll- l f = d i h .
Intel’'s new Cyber Intelligence Platform provides a context-rich environment

BU #2's

Vulnerabilties Topic - that provides value across our entire Information Security organization. It has
BU #3's T — R - E
transformed how Information Security works with a data advantage.

Vulnerabilities Topic
SIEM
i1 wner' To
with Owner's Topic nforcemen
SOAR

https://www.intel.com/content/www/us/en/it-management/intel-it-best-practices/modern-scalable-cyber-intelligence-platform-kafka.html
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https://github.com/confluentinc/cyber/tree/master/confluent-sigma

Confluent Sigma

Sigma Rule Editor

() CONFLUENT

Zeek Data and
Detections Viewer

® CONFLUENT Welcome John Doe  ¥¥ Logout

o L]
sigma rules topic
\ Sigma Rules DNS Data Conn Data DHCP Data HTTP Data

.\.

\—)

Home Sigma Rules DNS Data Conn Data DHCP Data HTTP Data Search

P Sana R PR S—

DNS TOPIC DATA

e
 —
/ 9:53:20 9:63:22 9:53:24 9:53:26

. ./ dns topic

DNS DETECTIONS *

timesmmp

19000 Possible {"ts"1620654809.885874, uid""CVS9vg1UBSINTWBYL7'id.orig_h""192.168.1.186""id.orig_p":40960,"id.resp_h""1.1.1.1""id.resp_p":53,'proto’"v

DNS

exfiltration

19000 Possible {"ts":1620654809.818196,uid""C910I12haShomWé4c2""id.orig_h":"192.168.1.107id.orig_p":50232,"id.resp_h":"192.168.1.1""id.resp_p":53,’prots

DNS [35.169.6.107773.95.91.209",'3.94.17.1387752.20.187.997735.153.40.1137734.197.220.206""184.73.126.1127734.236.207.26"),"TTLs":[60.0,60.0,

exfiltration

dns
detections

topic

rule parsing,
filtering,
aggregation,

windowing

190:00 Possible {ts":1620654809.85998, uid":"CVS9vg1UBSINTwBYL7" "id.orig_h':"192.168.1.186""id.orig_p"40960."id.resp_h":"1.1.1.1"id.resp_p":53,'proto™:"uc
DNS

exfiltration

sigma
y rules
cache

Zeek Data

Sigma Stream Processors

KW
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Global Data Streaming

Streaming Replication between Kafka Clusters
Bridge to Databases, Data Lakes, Apps, APls, Saa$S

5 Simplify Disaster Recovery Stream Data Globally with

Operationswith b

Multi-Region Clusters

O

Aggregate Small Footprint
Edge Deployments with
Replication (Aggregation)

KW
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Smarter Soldiers at the Edge

Command Post running Confluent
Platform aggregating information from
Squires and other sensor data

o7 lent
=
=
(1)
=
<
B

|
=
-

-

B ',‘

4 J

Weather
Personnel -—-—-40-- - o a9 G G @G G @&
Ialialalalialiel () CONFLUENT [
Logistics :
:’ —
) (][ o
Targets Sensor data published to

Command Post when
connected to network

Enhanced
Situational Awareness

A

Sensor A Sensor B Sensor

Confluent Platform deployed on a small computer and
leveraging Cluster Linking to publish sensor data to
Command Post in a DDIL environment.

KW
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50hertz — Modular Control Center System

Transmission system operators for electricity in Germany

50Hertz
©

o Modular Control Center System
NN e Today Project At One Glance Future
N N s strong personal INTEGRATION
identification and PLATFORM
D feelingbqlif
= \D responsBity stakeholder information &
~

success factors

. s communication i
identification and barriers

and analysis @ mind-set/ use cases

g l{;‘ @@ % agile Thinking across

= = G @ i) Y :

=} sreneHs 2h 0 , 3 é‘
”"! o

raining and platforms
development
in depth :

NRNE 7 @
know-how of A Work- )
current solution

: /
ounds D
costly = ,—n/ Change
maintenance \ Wl 1 data p s
s i «+ | redundancy roes
‘,, ¥ reuse

WEAKNESSES

=
4 ‘I’:::?; Agile Process @’ culture of
2 failure
L2,
Y @ Digital & @ -
{ Data % ; Application
, . V A Teams (7103 Development
: \é 5 - ] Maintenance
2 [ € Ll ,
A
no standard 02@
integration

A stable,

reliable, performant
and resilient

house!

Operations il
others.. Stakeholders 5‘ @

Group

i Infrastructure
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~—Z50hertz

| Elia Group

BearingPoint.
AN

easy integration
of new services

FUNCTIONAL
SERVICES

Harme.

hizeq
PI“OTOCOIS

single point
of truth

- scalability

Digital and
innovative

parallel
SO!

projects

vendor
independency

https://events.confluent.io/datainmotiontour20211
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50hertz - Modular Control Center System 50hertz | @

Cloud-native 24/7 SCADA system built with Confluent
Developed in the cloud, deployed in safety-critical edge environments
Unidirectional hardware gateway for replication into the cloud

f MCCS

™ =

Load Frequency

State Estimation

Module n...

() ()
}‘/'T‘\,‘ ‘/':’\’ v RTU -
e SCADA
— P
LoadFlow
! Calculation |
+ RTU =
\ Time Series Mgmt.
\ > -
RTU

50Hertz power grid 50Hertz Control Center

|

Supervisory

Control

KW
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#ﬂ— N ——
" ; 50hertz
Event Streaming Architecture for Control Center .
BearingPoint
On-Premises DC Event Streaming Data
E""l MCCS E"'"
) =)
" - —r— Eﬂ \ Schema Registry Schema Reglstry
"‘\ 2. Normalise Sensor 3. Enrichment of 4. Validate Sensor 5. Link
Sct?‘ns::'t':: ‘\‘ Reading Events Reading Messages Events Sensor Events
| O
| 0 oo @, o
ll / \\", / \ / \} "/' ‘\" r
l|.| l\“\ / l\ /,' \ / l‘\‘ /. IH_

£
T eI IIITITTTITTITR
m @ON | Sesssss8888888s |
L A O esesssssssssssss FNP
il

@ 2

6. Alarm List
Dashboard

o Dl

\
:
[I]DD.............. | ¥- Contrut Cantter

o

J
; Monitoring
Apps 12

LIECY4 NET
Producer

https://events.confluent.io/datainmotiontour20211
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Integration | Storage | Processing | Access | Cloud | Security

Kafka as Open and Scalable Data Historian

Continuous real time data ingestion, processing and monitoring 24/7 at scale

Cloud

il f@ P

BACnet Siemens S7

KW
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Critical Manufacturing — Cloud-native MES

» Combines MES transaction workloads and big data loT analytics

* |ngest, store, process, transform and analyze data in real-time
(from loT interfaces, ERP, MES, etc.)

* Durable, distributed and highly scalable unified analytics
platform for large scale online or offline data processing

* Truly decoupled and flexible container-based architecture

brokering

60.23  30.89

Real-time data to downstream
applications for processing

KW
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ABILITY TO EXECUTE

Critical
manufacturing

S

COMPLETENESS OF VISION

Source: Gartner (May 2022)

https://www.criticalmanufacturing.com/mes-for-industry-4-0/the-iot-data-platform-for-manufacturers/

/.\S Of r‘tqd"" 2022

O Gartner, Inc
Gartner



Severstal

Predictive Maintenance and Quality Assurance at the Shop Floor

Real Time Streaming Machine Learning with Kafka

SEVERSTAL

Reducing Downtime
with Real-Time
Streaming Data

Severstal is among Russia’s largest integrated steel and mining companies, producing
more than 11 million metric tons of steel and close to S8B in revenue annually. The
company'’s key performance indicators—including revenue, profitability and dividend
payouts—all improved last year, in part due to Severstal's strategy of defensive growth,
which is focused on increasing earnings via enhanced efficiency and product quality rather
than increased scale of production. To further solidify its position as a global leader in
value creation, the company has embarked on the next phase of this strategy, a digital
transformation in which resources are invested in big data, the Internet of Things,

predictive maintenance and machine learning initiatives.

KW

KAl WAEHNER @KaiWaehner

kai-waehner.de

Data in Motion for the Industrial loT

)
Severstal

RECOVER SMART 8¢ DECREASE
REVENUE i REPLACEMENT PLANNED
MAINTENANCE

N W !
ASSET 'é?‘@‘ ?RFF‘V(’TVE ﬂ @
AVAILABILITY NTENANCE

IMPROVE
WORKFORCE )
B .0 2
#5 LOWER DECREASE
RISK SERVICE LOSS



Condition Monitoring and Predictive Maintenance é@

Stateless and stateful stream processing for real-time data correlation with Kafka-native tools (Kafka Streams / ksqlDB)

KW
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Condition Monitoring and Predictive Maintenance é@

Stateless and stateful stream processing for real-time data correlation with Kafka-native tools (Kafka Streams / ksqlDB)

builder
.stream("temperature-sensor")
filter((key, sensor-data) ->
sensor-data.temperature > 100)
to("temperature-spikes");

Stateless Filter Above-Threshold Events

Condition Monitoring

(Temperature Spikes)

KW
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Condition Monitoring and Predictive Maintenance @

Stateless and stateful stream processing for real-time data correlation with Kafka-native tools (Kafka Streams / ksqlDB)

Time
1 1 1 1 1

\_Y_I

=

‘ _

-

v l CREATE TABLE anomaly_detection AS
Be@® SELECT temperature_spike_id, COUNT(*) AS total_spikes,
AVG(temperature) AS avg_temperature
Stateful Correlation of Events FROM sensor-data

WINDOW TUMBLING (SIZE 1 HOUR)

.. i GROUP BY temperature_spike_id
Predictive Maintenance EMIT CHANGES:

(Continuous Anomaly Detection) B i

KW
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Condition Monitoring and Predictive Maintenance

Stateless and stateful stream processing for real-time data correlation with Kafka-native tools (Kafka Streams / ksqlDB)

\_Y_I

A
lal 1F TensorFlow
o 1 b Real-time Machine Learning

Predictive Maintenance

(Continuous Anomaly Detection)

KW
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CREATE STREAM anomaly_detection AS
SELECT sensor_id, detect_anomaly(sensor_values)
FROM machine; 1

TensorFlow model embedded in User Defined Function (UDF)

Data in Motion for the Industrial loT



Event Streaming in Hybrid Confluent QNS

Industrial loT e @ Cloud

S

Manager
® EEEE Real-Time Location System (RTLS)
w D AP| I for Asset Tracking
—
c Advanced Planning
ustomer Payment Truck Route
Get report

data data schedule details and Scheduling (APS)
R K EoEE [
.

Ir 0

Streams of real time events

salesforce

s

Customer data

o Public Cloud VPC " ¥,

2 o Campus 5G Telco Carrier 5G o %

Smart Factory Edge Computing

|
|
|
Customer Payment Train Loyalty ) Customer Payment Train Loyalty -
data data schedule information | data data schedule information
E B OB | E B B Vol R’
B m . T T S
| n n
!
I
l
|

Streams of real time events

(%) CONFLUENT () CONFLUENT

Streams of real time events

@ O K
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'My Porsche’

A digital service platform for customers, fans, and enthusiasts

Porsche.com : Porsche ID

. -Vehicle details

Messaging

S '
) .".'
Gh®
R
'l 1
ol
o
o w’
o
L
.
.7
9 || "y
o o ‘p"“
\ v W
o
° o’

—— Content &
Storytelling

My Porsche | o
After Sales

Porsche Financial

Ul Layer

contains functionality for a
specific front-end (e.g.
input validation or type-
ahead) - either as self-
contained (Web)App or
Widget.

Functionality in this layer is
only offered to other teams
« Via Deep-Links or Ul-

— -

Permissable
Interfaces
between services
belonging to
different procuts

Service
Layer

contains the functionality and
core data shared among
teams (e.g. the vehicle data
or user profiles)

| prodcut scope (all components are optional)

(Web)App (Web)App

Deep-Link

Ul Widget

|
REST via API Gateway
I

Kafka Topics '

T o o o e e e e e e e e e e R R R R R R R R R R R R R e e e e e e e e e e e e

https://medium.com/porschedev

\
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Why Confluent




Confluent completes Apache Kafka. Cloud-native. Everywhere. @

Car Engine Self-driving Car

%k H(C] CONFLUENT

Confluent Cloud

KW
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(%) CONFLUENT

Questions? Feedback?
| et's connect!

Kai Waehner

Field CTO

kal.waehner@confluent.io
confluent.io

kal-waehner.de
CLENVEE I El
linkedin.com/in/kaiwaehner

KAl WAEHNER



